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Copyright

Information in this document is subject to change without notice. Companies, names, and data used in
examples herein are fictitious unless otherwise noted. No part of this document may be reproduced or
transmitted in any form or by any means, electronic or mechanical, for any purpose, without the express
written permission of ActiveDocs Limited.

Copyright © ActiveDocs™ Limited. All rights reserved.

Microsoft is a registered trademark and Microsoft SQL Server, Microsoft Access, Microsoft Outlook, and
Microsoft Windows are trademarks of Microsoft Corporation in the United States and/or other countries.

Other product and company names herein may be the trademarks of their respective owners.

Disclaimer: While ActiveDocs has taken care to ensure the accuracy and quality of this document, all content
including fitness for a particular purpose are provided without any warranty whatsoever, either expressed
or implied. In no event shall ActiveDocs, or its employees, be liable for any direct, indirect, incidental or
consequential, special or exemplary damages resulting from the use of this document or from the use of
any products described in this guide. Any persons or businesses mentioned within this document are strictly
fictitious. Any resemblances to existing or deceased persons, or existing or defunct businesses, are entirely
coincidental. This document will be updated regularly and changes will be included in later versions. If you
experience any discrepancies in the content of this document, please e-mail info@activedocs.com.
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Policy brief & purpose

Our Company Data Protection Policy refers to our commitment to treat information of employees,
customers, stakeholders and other interested parties with the utmost care and confidentiality.

With this policy, we ensure that we gather, store and handle data fairly, transparently and with respect
towards individual rights.

Scope

This policy refers to all parties (employees, customers, suppliers) who provide any information to us.

Who is covered under the Data Protection Policy?

Employees of our company and its subsidiaries must follow this policy. Contractors, consultants, partners
and any other external entity are also covered. Generally, our policy refers to anyone we collaborate with
or acts on our behalf and may need occasional access to data.

Policy elements

As part of our operations and only at the request of clients, we may need to obtain and process information.
This information may include any offline or online data that makes a person or Company identifiable such
as names, addresses, usernames and passwords, digital footprints, photographs, social security numbers
and/or financial data and confidential information.

Our company collects this information in a transparent way and only with the full cooperation and knowledge
of interested parties. Once this information is available to us, the following rules apply.

Our data will be:

e Accurate and kept up-to-date

e Collected fairly and for lawful purposes only

e Processed by the company within its legal and moral boundaries

e Protected against any unauthorized or illegal access by internal or external parties

Our data will not be:

¢ Communicated informally
e Stored for more than a specified amount of time

e Transferred to organizations, states or countries that do not have adequate data protection
policies

o Distributed to any party other than the ones agreed upon by the data’s owner (exempting
legitimate requests from law enforcement authorities)

In addition to ways of handling the data the company has direct obligations towards people to whom the
data belongs if for any reason we collect this information, however it is unlikely ActiveDocs will collect
private individual data apart from employees. If for any reason we do then we must:

e Let people know which of their data is collected

¢ Inform people about how we’ll process their data
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Inform people about who has access to their information
Have provisions in cases of lost, corrupted or compromised data

Allow people to request that we modify, erase, reduce or correct data contained in our databases

Actions

To exercise data protection we're committed to:

Restrict and monitor access to sensitive data

Develop transparent data collection procedures

Ensure employees maintain online privacy and security measures

Build and maintain secure networks to protect online data from cyberattacks
Report privacy breaches or data misuse

Include and / or communicate statements on how we handle data

Establish data protection practices.

Once a client chooses to cease being supported under our Software Assurance Program then as
per the terms and conditions of that Program ActiveDocs will delete all records and data relevant
to that Client from our servers after 90 days.

Our data protection provisions will appear on our website.

Disciplinary Consequences

All principles described in this policy must be strictly followed. A breach of data protection guidelines will
invoke disciplinary and possibly legal action.
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